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ous cyber threats such as website deface-
ments, phishing incidents, and malware
activities rose in Singapore last year, said a

Middle East.
As for phishing activity, 47,500 Singa-
pore-hosted phishing URLs were detected
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report published by the Cyber Security
Agency (CSA) of Singapore on Friday.

The report, which outlined cyber threat
trends for the yvear, also featured a special
section on threats related to Covid-19, in
which it noted that cyber-threat actors are
exploiting the panic and fear caused by the
pandemic to conduct malicious activities.

These actors range from cyber crimin-
als seeking financial gain to groups at-
tempting to gain access to classified in-
formation. Cybersecurity vendors ob-
served that successful Covid-19-themed
phishing attacks were on the rise through
the first few months of 2020.

In its Singapore Cyber Landscape 2019
report, the CSA noted the rise in cyber
threats targeted at various local industries,
such as e-commerce, banking and finance.
These cyber threats included commaon ma-
licious activities such as website deface-
ments, phishing incidents and malware in-
fections.

Last year, 873 websites were defaced,
up from 605 in 201 8. The majority of these

last year, a sharp increase from 16,100 in
2018,

Local firms that fell victim included
technology firms, banking and financial or-
ganisations, and e-mail service providers.

The most commonly hit government or-
ganisations were the Immigration & Check-
points Authority, Ministry of Manpower
and Singapore Police Force.

CSA last vear also detected about 530
unique “command-and-control” servers in
Singapore, compared to 300 the year be-
fore. Such servers are computers con-
trolled by cyber criminals to send com-
mands to compromised systems infected
with malware. Close to 370 malware vari-
ants were detected in Singapore last year.

Meanwhile, a daily average of about
2,300 botnet drones with Singapore Inter-
net protocol addresses had been observed,
the report said. Botnets are a network of
compromised computers and smart-
phones infected with malware and con-
trolled by a criminal to perform malicious
lasks.

The CSA report attributed the rise in cases in part to an Indonesia-based hacker group,
and ongoing developments in the Middle East. PHOTD: REUTERS

CS5A received 35 reports of ransomware
cases last year, up from 21 cases in 2018.
The majority of organisations that fell vic-
tim to ransomware attacks were from the
travel and tourism, manufacturing and lo-
gistics industries.

The report also noted a global rise in cy-
ber threats capitalising on the Covid-19
pandemic to target frontline organisa-
tions, businesses and individuals.

“Such malicious cyber activities
emerged globally in late December 2019
and may persist beyond 2020," it added.

CSA chief executive David Koh said the
Covid-19 outbreak had provided threat act-
ors with new opportunities and attack sur-
faces to capitalise on.

“As one of the most connected coun-
tries in the world, Singapore remains a tar-

get for cyber attacks and cyber crime,” he
said. "Threat actors have continued to
evolve their tactics, resulting in an intensi-
fication of malicious cyber activities in
2019."

Cyber crime accounted for more than a
quarter of all crimes in Singapore last year,
with the total number of reported cases at
9,430in 2019, up from 6,215 in 2018,

The report identified two trends that
are expected to increase the cyber security
“attack surface” the transition by organisa-
tions into cloud computing, and security
risks associated with working from home
in the post-pandemic “new normal”.

Other trends expected to have an im-
pact on cybersecurity include artificial in-
telligence (Al), 5G, the surge in Internet of
Things devices, and quantum computing.



